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Which? is the UK’s consumer champion, here to make life simpler, fairer and safer for 
everyone. Our research gets to the heart of consumer issues, our advice is impartial, and 
our rigorous product tests lead to expert recommendations. We’re the independent 
consumer voice that works with politicians and lawmakers, investigates, holds businesses to 
account and makes change happen. As an organisation we’re not for profit and all for 
making consumers more powerful.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
This publication reflects the view of Which?.  
 
The following people were involved in the creation of this publication: Connor Davis, Alex 
Jenkins. 
 
For further information, please contact Advocacy@which.co.uk. 
 
Our preferred citation for this publication is: Which? (2026), Dark patterns 2026. Available 
from:  https://www.which.co.uk/policy-and-insight/article/dark-patterns-2026-aCroI9S4updG 
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Summary 
 
The use of deceptive online design, so-called dark patterns, is a commonly recognised 
feature of online markets. Consumers experience them commonly on websites and apps 
and they can lead them to make decisions that are not in their best interests. 
 
In 2021, Which? conducted consumer research to understand consumers’ experiences of 
dark patterns and we found that instances of harm were common. Five years on from that 
study, this report updates the evidence on how deceptive online design practices continue to 
impact consumers across the UK. Drawing on a nationally representative survey of 2,085 UK 
adults conducted in April 2026, the research examines awareness, exposure, behavioural 
impacts, and consumer attitudes towards dark patterns. 
 
The findings reveal that potentially manipulative design remains widespread across 
everyday digital journeys, particularly within online shopping, social media, and subscription 
platforms. Key insights include: 

●​ Widespread awareness and exposure: All surveyed consumers reported 
encountering at least one type of design feature that is a potential dark pattern. 
Two-thirds (63%) are aware of influence attempts, with scarcity claims (67%) and 
personalised prompts (66%) being the most frequently observed features. 

●​ High awareness and confidence does not prevent detriment: Despite 79% of 
respondents feeling confident in navigating deceptive online design, 65% 
experienced negative outcomes or changes in behaviour, and 28% reported direct 
financial harm. 

●​ Disproportionate impact on financially-strained consumers: Consumers who 
reported being under financial strain also reported higher levels of harm (60%) and 
severe outcomes (50%) compared to financially comfortable respondents (43% and 
36%, respectively). 

●​ Specific types of financial harm: Financial detriment resulted from continuing to 
pay for subscriptions longer than intended due to cancellation friction (20%), 
accidentally signing up to a paid subscription (12%), spending more than intended 
(12%), and accidental purchases (5%). 

●​ Erosion of trust: Negative experiences have increasingly led to active 
disengagement, with 25% of consumers stopping use of specific platforms and 22% 
reporting a total loss of trust in the organisation. 
 

Consumers strongly favour regulatory action and being able to have greater control over 
their online experiences, with 87% agreeing they should have the ability to turn off influence 
features and 82% supporting regulatory action to limit potential harm. These findings also 
highlight that consumer protection cannot rely solely on individual vigilance. More needs to 
be done to fully understand the consumer harm caused by deceptive online design, and how 
to tackle it. 
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1. Introduction 
 
Websites and apps use a wide range of design features to shape how choices are presented 
to consumers. This ‘online choice architecture’ can be helpful, for example by making 
relevant information easier to find or simplifying a decision. However, it can also be used to 
steer, pressure or obstruct consumers in ways that make them more likely to take an action 
they did not intend to take, or which benefits the organisation at the consumer’s expense. 
These practices are commonly described as ‘dark patterns’ or deceptive design.  
 
Dark patterns can take many forms. Some create urgency or social pressure, while others 
make certain options more prominent, set a particular choice as the default, make 
information harder to understand, or introduce friction when consumers try to act against the 
organisation’s interests. The effect of any individual feature will depend on how and where it 
is used: a countdown timer or personalised prompt, for example, is not necessarily harmful 
in itself. The concern is where design materially distorts or constrains consumers’ ability to 
make free and well-informed choices. 
 
In 2021, Which? conducted consumer research to understand consumers’ experiences of 
dark patterns and we found that instances of harm were common. Since then, academic 
research has further documented the scale and systematic nature of dark patterns including 
the commercial incentives and third-party infrastructure that support their widespread use.1 2 
In the UK, the Competition and Markets Authority’s work on online choice architecture has 
set out how digital design can distort consumer decision-making and competition, particularly 
where multiple design features interact to create pressure or reduce meaningful choice.3 
Meanwhile, government-commissioned research has begun to explore the behavioural 
impacts of specific practices such as defaults in online shopping, though this evidence is 
typically practice- or sector-specific.4 Research funded by the Which? Fund has found that 
some groups of vulnerable consumers may be particularly disadvantaged by dark patterns.5 

Despite these developments there has been little progress in the UK on how to better protect 
consumers from manipulative design features in online markets. The CMA is conducting 
more enforcement actions against businesses for practices that may be defined as online 
choice architecture, but these tend to be cases where the firm has engaged in misleading 
rather than manipulative behaviour and where the law is clear, for example instances of drip 
pricing. By contrast, the European Commission is expected to shortly bring forward a Digital 
Fairness Act, signalling a desire to take stronger action against manipulative digital design.  

To understand how consumer’s experiences of dark patterns in the UK have changed 
through the 2020s, this report updates our previous research to present broad evidence of 
the scale of consumers’ experiences across a range of dark patterns.  

5 Ocean, N., Wei, S., and Moukhtarian, T. (2025) Dark Patterns and Neurodiversity: The Impact of 
Harmful Defaults in Vulnerable Consumer Groups. 

4 Department for Business & Trade (2024) Research into Potentially Harmful Online Choice 
Architecture. 

3 Competition and Markets Authority (2022) Online Choice Architecture: How Digital Design Can Harm 
Competition and Consumers. 

2 Leiser, M. and Santos, C. (2024) Dark Patterns, Enforcement, and the Emerging Digital Design. 
1 Brenncke, M. (2023, revised 2024) Regulating Dark Patterns.  

https://www.which.co.uk/policy-and-insight/article/dark-patterns-aZhwY4p0gPTc
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5336157
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5336157
https://assets.publishing.service.gov.uk/media/672208443aa14203d06ef49d/research-into-potentially-harmful-online-choice-architecture.pdf
https://assets.publishing.service.gov.uk/media/672208443aa14203d06ef49d/research-into-potentially-harmful-online-choice-architecture.pdf
https://assets.publishing.service.gov.uk/media/624c27c68fa8f527710aaf58/Online_choice_architecture_discussion_paper.pdf
https://assets.publishing.service.gov.uk/media/624c27c68fa8f527710aaf58/Online_choice_architecture_discussion_paper.pdf
https://ejlt.org/index.php/ejlt/article/view/990/1084
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4588652
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2. Methodology 
 
This research updates and expands on Which?’s 2021 consumer research on dark patterns. 
It examines awareness and perceptions, exposure to practices, behavioural and financial 
outcomes, and subscription and cancellation experiences. The 2021 and 2026 studies are 
broadly comparable in purpose but do not use identical questionnaires or measures, so 
comparisons are indicative rather than strict like-for-like trends. 
 
The research explores ten types of dark patterns. 
 
Table 1: Types of dark patterns 

Dark Patterns Descriptions 

Scarcity claims Information informing you about limited stock or high demand (e.g. 
"almost sold out" or "in high demand") to create artificial urgency and 
pressure quicker purchases. 

Countdown timer Information indicating that a deal or discount will expire using a 
countdown timer. 

Activity message Information telling you about what other people are doing on the 
website or app (e.g. purchases, views or visits) to pressure you to 
take an action. 

Pop-ups Pop-ups that interrupt what you’re doing. 

False hierarchy When there are two options one is made to stand out more (e.g. 
through colour, size or placement on page). 

Defaults A predefined setting that the consumer must take active steps to 
change. 

Forced continuity Free trials that automatically convert into recurring paid subscriptions 
unless you manually cancel during the trial period. 

Personalisation Personalised prompts or special offers tailored to your browsing 
history and past behaviour to try and influence behaviour. 

Trick question When questions use confusing language so it’s not clear how you opt 
in or out of a service. 

Confirmshaming The act of guilting the user into opting in to something. The option to 
decline is worded in such a way as to shame the user into compliance 
e.g. “no I don’t want to save money”. 

 
 
Yonder, on behalf of Which?, surveyed a nationally representative UK sample of 2,085 adults 
between 2 and 7 April 2026. Unless otherwise stated, findings are weighted and the 
weighted base is 2,036 adults who use at least one of the digital services or activities 
covered by the survey. Some subscription questions were asked only of relevant subgroups 
and therefore have smaller bases. 
 

https://www.which.co.uk/policy-and-insight/article/dark-patterns-aZhwY4p0gPTc
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The impact of dark patterns varies considerably across contexts and individuals, to assess 
the seriousness of reported outcomes, relevant responses to the question asking consumers 
what, if anything, had happened to them as a result of these design features were classified 
as low, medium or high severity (see Table 2). Respondents reporting more than one 
outcome were assigned the severity of the most serious outcome they reported. People who 
reported none of the coded outcomes were classified as experiencing no harm. 
 
Table 2: Forms of harm by severity 

Severity Forms of harm 

High Keeping a 
subscription 

because 
cancellation 
was difficult 

Accidentally 
bought 

something  

Accidentally 
signed up to a 

paid subscription 

Spent 
more 
than 

intended 

Lost trust in 
the 

organisation 

Medium Chose an 
option they 
would not 

otherwise have 

Accidentally 
signed up 

to 
something 

free 

Had difficulty 
cancelling, opting 
out or changing a 

setting  

Stopped using a website 
or app temporarily or 

permanently 

Low Found it difficult to choose 
the option wanted 

Made a quicker decision than intended 

 
 
To examine whether experiences of dark patterns differed according to consumers’ financial 
circumstances, respondents were grouped according to how easy or difficult they found it to 
keep up with household bills and essential spending. Those who said this was ‘very easy’ or 
‘fairly easy’ were classified as financially comfortable; those who said it was ‘neither easy nor 
difficult’ formed a middle group; and those who said it was ‘fairly difficult’ or ‘very difficult’ 
were classified as financially strained. These groups were then compared to examine 
differences in the prevalence and severity of reported consumer harm.  
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3. Findings 
 
3.1 Consumer experiences and attitudes to dark patterns  
 
Consumer awareness of dark patterns is high. Nearly two thirds of consumers (63%) in our 
2026 survey said they were aware that websites and apps sometimes use design features to 
influence behaviour while roughly the same proportion (62%) said they often notice attempts 
to influence their choices. This was consistent with the findings of the 2021 survey in which 
there was also a reported level of awareness of 63%. 
 
When asked about specific types of potentially manipulative online choice architecture, all 
consumers reported seeing at least one feature. Seven of the ten features we asked 
about were encountered very or fairly often by a majority of UK adults, with scarcity claims 
and personalisation being the most common and being noticed by two-thirds of people, see 
Figure 1.  
 
There has been some change since 2021 in the features seen most often by respondents. 
Activity messages, trick questions and scarcity claims were the three most commonly seen 
features in 2021 whereas our latest research shows a much broader degree of awareness.  
 
Figure 1: Online choice architecture seen ‘very often’ or ‘fairly often’ by UK adults 

 
Question: How often, if at all, do you come across each of the following features when using websites or apps? Base: 2,036 

UK consumers completing at least one online task. Figures show respondents answering “Very often” or “Fairly often”.  
 
Exposure was spread across different digital services. Online shopping websites were the 
clearest hotspot, with two thirds of consumers (66%) noticing potential dark patterns there. 
This was followed by social media platforms (40%), subscription services (26%), travel 
websites (21%) and ticket-booking websites (20%).  
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Figure 2: Websites or apps where dark patterns were noticed 

 
Question: On which, if any, of the following types of websites or apps have you noticed any of these features? Respondents 

could select more than one answer. Base: 2,036 UK consumers completing at least one online task. 
 
Consumers generally reacted quite negatively to these features. Four in five (80%) 
expressed at least one negative sentiment. Annoyance was the most common response 
(59%), while 44% described the features as manipulative and 36% said they did not trust the 
information being shown.  
 
These results suggest that deceptive design is not confined to particularly explicit or 
aggressive practices. Many commonly encountered features are embedded within ordinary 
digital journeys, including personalised prompts, scarcity messages, free trials and other 
forms of choice architecture. 
 
3.2 The impact of dark patterns 
 
Most respondents (79%) felt confident that they could use websites and apps without making 
choices they did not intend to make. At the same time, nearly two thirds (65%) reported 
experiencing at least one harm or negative outcome associated with dark patterns. The 
relationship is unlikely to be straightforward. More digitally active consumers may both notice 
these features more frequently and have more opportunities to encounter their effects. 
However, the findings show that high awareness and confidence can coexist with 
widespread reported harm. Consumer awareness and vigilance should therefore not be 
treated as the only safeguard against potentially harmful design. 
 
Consumers reported a range of outcomes relating to their decisions and behaviour. Almost a 
third (28%) of respondents reported experiencing some form of financial harm because of a 
dark pattern. The most common financial harm was continuing to pay for a subscription for 
longer than intended.  
 



9 Dark patterns 2026​  

Figure 3: Types of financial harm reported by consumers

 
Measure: Proportion experiencing each type of harm as identified through the harm severity matrix. Base: 2,036 UK 

consumers completing at least one online task. Respondents could be included in more than one harm category. Percentages 
are weighted. 

 
People also reported having worse experiences, and sometimes spending longer on a task 
than they would like: 22% said they had difficulty cancelling, opting out, or changing a setting 
as a result of these design features, while 18% said they had found it difficult to choose what 
they wanted. Other ways in which choices were affected were that 10% said they made a 
decision more quickly than intended, and 8% said they chose an option they would not 
otherwise have chosen. 
 
The impact of these dark patterns sometimes extended beyond the immediate decision and 
affected engagement and levels of trust. A quarter of UK adults, 25%, said they had stopped 
using a website or app temporarily or permanently, while 22% said they had lost trust in the 
organisation using them. 

Consumer harm was also more common among people experiencing financial strain. The 
proportion reporting at least one mapped consumer harm rose from 43% among financially 
comfortable consumers to 60% among financially-strained consumers. The proportion of 
people experiencing some form of financial harm increased from 22% to 38%. 

The difference was also apparent in the seriousness of the outcomes reported. High-severity 
harm rose from 36% among financially comfortable consumers to 50% among 
financially-strained consumers, while the proportion classified as experiencing no harm fell 
from 32% to 20% (see Figure 4). 

These findings do not establish that financial strain itself causes greater harm from deceptive 
design. They do, however, show a clear association between financial pressure and both a 
greater prevalence and greater severity of reported harm. This is particularly important for 
financial harms: the same unwanted payment or unintended purchase may have 
substantially greater consequences for a consumer with less capacity to absorb it.  
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Figure 4: Harm severity split by financial circumstances 

 
Measure: Respondents were classified according to the most severe harm they reported. ‘Financially comfortable’ includes 
those who said they found it very or fairly easy to manage financially, while ‘financially strained’ includes those who found it 

fairly or very difficult. Percentages are weighted. Base: 2,036 UK consumers completing at least one online task. 
 
 

Subscription traps  
Subscriptions provide one of the clearest examples of a pathway from friction to 
financial harm.  
 
We found 39% of UK adults had tried to cancel or change a subscription during the 
previous 12 months. Of these, 60% of those who had done so found cancellation 
easy, but 29% found it difficult. Common barriers included retention offers (39%), too 
many steps (32%) and having to confirm cancellation multiple times (30%).  
 
Among those managing subscriptions monthly or who had tried to cancel or change 
one, around one in five said they continued paying longer than intended because 
cancellation was difficult. 
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Figure 5: Barriers experienced when attempting to cancel or change a 
subscription  

 
Question: Which, if any, of the following did you experience when trying to change or cancel a subscription? 

Respondents could select more than one answer. Percentages are weighted. Base: 769 respondents who tried to 
cancel or change subscription in last 12 months   

 
 
The Digital Markets, Competition and Consumers Act 2024 establishes a new 
regime for subscription contracts, intended to give consumers greater control over 
recurring payments. Under new rules that will start to apply from January 2027, 
businesses will be required to provide clearer information before consumers sign up, 
issue reminders before free or discounted trials end or longer-term contracts renew, 
and make subscriptions straightforward to cancel. Consumers will also have a new 
14-day cooling-off period after a free or discounted trial ends, or when a contract of 
12 months or more renews. 

 
 
3.3 2026 compared to 2021 
 
At a broad level, the 2026 findings mirror the picture established in Which?’s 2021 research. 
Awareness remains high, exposure remains widespread and consumers continue to report 
negative experiences associated with deceptive design. 
 
Levels of awareness of dark patterns appear unchanged between 2021 and 2026, with 63% 
of respondents in both surveys saying they were aware that websites and apps sometimes 
use design features to try to influence people into behaving in certain ways.  
 
Similarly, in both surveys nearly two thirds (65%) reported experiencing at least one harm or 
negative outcome associated with dark patterns. Some narrower financial measures were 
also broadly stable: spending more than intended was reported by 13% in 2021 and 12% in 
2026, while accidental purchases were reported by 6% and 5% respectively. 
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The largest differences between the surveys relate to trust and disengagement. Reduced or 
lost trust was reported by 15% in 2021 and 22% in 2026, while the proportion saying they 
had stopped using a website or app was 16% in 2021 and 25% in 2026. 
 
Figure 6: Frequency of consumers’ experiences of selected design features  

 
Source: Which? dark patterns research 2021 and Which? deceptive design research 2026. 2021 survey: Yonder, 20–22 

August 2021, 2,078 UK consumers. 2026 survey: Yonder, 2-7 April 2026, 2,085 UK adults. Percentages weighted. Surveys 
differed in design, so comparisons should be treated as indicative  

 
These comparisons should be treated cautiously because the surveys are not identical in 
design. The main contribution of the 2026 research is therefore a fuller picture of reported 
harm, particularly around friction, altered decisions, subscription cancellation and differences 
according to financial circumstances.  
 
3.4 The interventions consumers want 
 
Consumers expressed substantial support for measures that increase transparency and give 
them greater control over design features that might be manipulative. 
 
Some 87% agreed that consumers should be able to turn these features off, while 84% 
agreed that organisations should be transparent about using them. More than eight in ten, 
82%, agreed that regulators should act to limit potential harm, while 70% agreed that 
organisations should not use these features at all. 
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Figure 7: Consumer attitudes towards intervention 

 
Question: To what extent do you agree or disagree with each of the following statements about design features intended to 

influence your behaviour? Figures show net agreement.  Base: 2,036 UK consumers completing at least one online task. 
 
The findings suggest support for a range of responses rather than a single intervention, 
particularly measures that give consumers greater control, improve transparency and 
address features associated with consumer harm.  
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4. Conclusion 
 
The results of our survey show that dark patterns remain a routine feature of online 
consumer journeys and can change consumers’ choices, sometimes leading to financial 
detriment when consumers make purchases they did not intend to. It is concerning that 
those in more strained financial circumstances appear to be more likely to suffer harm due to 
dark patterns.  
 
It is notable that the most striking difference between our surveys in 2021 and 2026 is the 
increase in the number of people that have reacted to experiences of dark patterns by 
stopping using a website or by losing trust. It may be that people are becoming more 
intolerant of this kind of behaviour by businesses. However, it is also clear that consumers 
cannot be expected to protect themselves against these design features. They are 
deliberately created to influence choices to the benefit of businesses and we see very little 
change in their effectiveness with similar proportions of people spending more than they 
intended or making accidental purchases as a result of these features. 
 
UK consumer protection law and regulation is not currently well designed to protect 
consumers from manipulative practices in online markets.6 However, the survey findings 
clearly show that people want change, with large majorities of respondents expressing a 
desire to be able to exercise more control over their transactional experience and for 
regulators to do more.  

At a European level, preparations for a forthcoming Digital Fairness Act signal a potential 
shift toward stronger, more preventative approaches to regulating manipulative digital 
design, including ex-ante obligations rather than reliance on enforcement alone.7 8 However, 
policy debates in the UK are less advanced. More work needs to be done to understand how 
manipulative online choice architecture causes harm, how different design features interact 
to influence consumers’ choices, and how this varies in different market settings and for 
different products. This then needs to inform policy discussions about the best way to better 
protect consumers from manipulative dark patterns and whether it requires regulatory or 
legislative change.  

 
 
 
 

8 European Parliamentary Research Service (2025) Regulating dark patterns in the EU: Towards 
digital fairness. 

7 BEUC (2025) Towards the Digital Fairness Act. 

6 McDonald, S. and Concha, R. (2024) Designing regulations to combat online manipulation: a UK 
perspective. 

https://www.europarl.europa.eu/RegData/etudes/ATAG/2025/767191/EPRS_ATA(2025)767191_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/ATAG/2025/767191/EPRS_ATA(2025)767191_EN.pdf
https://www.beuc.eu/sites/default/files/publications/BEUC-X-2025-110_Towards_the_Digital_Fairness_Act.pdf
https://academic.oup.com/antitrust/article-abstract/12/2/207/7682025?redirectedFrom=fulltext
https://academic.oup.com/antitrust/article-abstract/12/2/207/7682025?redirectedFrom=fulltext
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